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Potential Problem Analysis

Potential Problem Analysis Example

Your customer wants to upgrade their e-mail servers to a new version of your operating system.
The e-mail application software comes from a third-party supplier. The customer can only afford
to have the system down for a maximum of twelve hours. You have asked your customer and the

third-party supplier to get together to prepare for this task.
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| State the Action

WWhar decisian, acfion, phan, or end resull do we nead o profect”
har decisian, acfionr, plan, or end resull might be af nsk?
Dacument & shor, chear slaement achan, end resul. madfiers. Time frame and cost ane aptona

Upgrade the e-mail servers to the latest operating system

List Potential Problems

Set Priority

Vhan we fake this achion. what could go wrang?

¥har probiemys) coutd this action cause?

Visuahze what probiems could accur whils faking the achon

List quackly witfhaut diseusson Revise info objectdeviadion fammal

Lise Knowiedge and Experfence.... or

Which is My fo cause the grearest damage?
Whieh) shoudd! we wark an first? iark wih *
LUse Assess the Threat
Haow Kaly i3 this pafennal probiem? (Frobatity)

How /5 it Wisly F0 ba?

Racard (F) and (5) data. Rate H ML

Vowk i hghast comivnations frst

Potential Problems * Probability Seriousness
Software issues prevent the upgrade from being completed in 12 ! !Fn:l-rn previous A delay in the
howrs | \experience, it will update could

likely take about 8
|hours including
'resolving minor
' software issues

significantly impact
communication on a
key client project

: L H
1.1

System administrators make mistakes during the installation . ‘Has happened SysAdmin mistake
I lanceftwice could cause a delay
i | previously on in the update which
 rupgrade projects would significantly
|| impact
i | communication on a
b 4 key client project
[
i
I
[ | ¥ ¥

A software bug prevents the upgrade from being completed I iﬁ\s this is a new Software bug could

1OfS, not many cause a delay in the

\upgrades have

| |been completed

. yet; likely there is a
! lbug

Il

update which would
significantly impact
communication on a
key client project

M

H

Customer machines freeze after the upgrade

]
|Experience shows
I Ithat |atent faults
‘often cause

' upgrade failure
N

[

|}

[

If somefall of the
customer's
machines are
impacted, it could
result in significant
lost time for their
projects and could
impact our
relationship
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The customer mail application won't run properly on this system

I TBased on prior
‘experience, this is
1not likely to happen
|}

I

I

Mail application can
be accessed on
other machines; we
can provide an
interim solution

I L-

1=

PPA
2

15 May 2017

Copyright © 2017 Kepner-Tregoe, Inc. All Rights Reserved.

710-46-P543317D



Reference

=
KT Kepner

R ridhe D, Potential Problem Analysis

Identify Likely Causes Take Preventive Action

et coutd = What can we do o pr of ridiice this Dkaly
from podersial problam?
\Whar alse could cause 7 How ean we kogp i Ihely
Raviaw similar sxperiances List many preventive achions.
List many Wiy causes for aach potertial orotiam ASSIgN MRy Ty resouTees. and wach
Explain how sach cause could creats the potential problam
Likely Causes Preventive Actions

Root file systems are too small

_— Practica the upgrade in advance to understand the issues and how to
Existing patches cannot be backed out resclve therm

Whao: Senior System Administrator
By when: March 10 (a few days before the update)

Patch fiies have iatent corruption

System administrators are distracted by other compating priorities Assign a dedicated system administrator to handle their priorities and
inform that person of their role and the other system administrators who
will be covering for them
Wha: IS Manager
By when: March 8

System administrators have no procedure to follow Create and test an upgrade procedure and have the system
administrators usefimprove it during the practica upgrade
Whao: Senior Systemn Administrator
By when: March 10 (a few days before the update)

Upgrade script contains a bug Search our support database and other sources for known problems;
fixftest any that are discovered

Who: Senior System Administrator
By when: March 10 (a few days before the update)

Check the machines in advance for latent faults; use a copy of the
customer environment when performing the test; make the machines
identical in disk layout, partition sizes, and so on; use the same
architecture; verify that the application will run on the latest version of
the operating system

System administrators react to ad-hoc events causing an uncontrolled
anvironment

Who: System Administrators
By when: March 10

Verify that the application will run on the latest version of the operating
system; test the mail application on a few machines before rolling out
across all customer machines

Application is cormupted during the upgrade

Wha: System Administrators
By when: March 11
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Plan Contingent Action and Set Triggers

Wehat achon wil we take f the potantial Drodlam hapoens Horw will wa Amaw (e patentiad probiem has occumed?

\Ahar action wil minkmiza the kmpact if this happans ? WWhar will causs the confingent Fetion o shat?

Set a tigger for aach contingant achion
Oinw frigiger can inkiate mere Man ame contingant achicn

oty B SyEERT oF parsan el wi infiate e cantingenr acian

\vhar ean we dio I recover s quickly. eheaply and affectively 8s passibie?

Brairsform & Nt of cantingent aetans:
Imeolva oihers wha Wil complate ar oige the ac0on or plan Autamaic Mggers are praferable—mhay do nar reguing udgment

Fraparg contingent actions in advance Lisa manual tigoars whan thare (s & chodca af contingent achans

ar wihen i need for achion has fo be assessed
Assign responsibifly. resources. and ime frame for sach

Contingent Actions Triggers
Abandon the upgrade and reload the original operating system. Test 3 hours left, and things are not working as expected
for full functionality
Who: Senior System Administrator Who: IS Manager monitors progress
By when; March 12 {day of updata) By when; March 12 (day of update)

Assess the gravity of the mistake, and abandon the upgrade if it A mistake is made and cannot be rectified in the remaining time
cannot be brought back an track in fime. Reload the original operating
system and test for full functionality

Who: Senior System Administrator; System Administrators Who: IS Manager monitors progress

By when: March 12 {day of update) By when: March 12 {day of update)

Gather as much relevant data about the upgrade failure in a The upgrade script causes a previously undocumented eror
reasonable time, and restore original O/S. Log call for further analysis.

Schedule future downtime avent Who: IS Manager monitors progress

Wha: Senior System Administrator By when: March 12 {day of update)

By when: March 12 (day of update)

Gather information about the upgrade failure Official upgrade error message
Look in suppart database and other sources far further details
Attempt to fix the prablem or abandon the upgrade and restare

ariginal OfS
Who: Senior System Administrator Whao: Customer System Administrator reports error
By when; March 12 {day of update) By when; March 12 {day of update)
Reinstall the mail application Upgrade complete, operating system booted, but mail application not
Roll back to the previous version of the oparating system working
Who: System Administrators Who: Customer System Administrator monitors to make sure the
By when; March 12 {day of updata) application works
By when; March 12 (day of update)
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